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ABSTRACT 


The  primary  mission  of  unmanned  systems  is  to  perform  reconnaissance  and  gather  elec¬ 
tronic  intelligence.  Information  gathered  by  these  systems  is  most  often  sensitive  and  steps 
should  be  taken  to  ensure  its  security  and  integrity.  This  report  will  discuss  the  role  of  unmanned 
systems  with  resp  o  intelligence  gathering  and  give  an  overview  of  methods  which  can  be 
used  to  ensure  th  rity  and  integrity  of  the  intelligence  data  gathered  by  these  systems.  This 
will  include  an  inuouuction  to  signal  scrambling,  encryption  techniques,  and  tradeoffs  involved 
in  the  use  of  these  methods  of  information  security. 
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MISSION  OF  UNMANNED  SYSTEMS 


Reconnaissance  is  the  primary  mission  for  unmanned  systems.  Unmanned  systems  allow 
collection  of  information  without  directly  endangering  human  lives.  Most  unmanned  systems 
today  are  man-in-the-loop  systems,  where  an  operator  sends  an  unmanned  system  equipped 
with  an  array  of  sensors  (visual,  aural,  infrared)  into  hostile  territory  and  collects  information 
provided  by  these  sensors  (Fig.  1).  This  method  of  intelligence  collection  can  provide  the  user 
with  information  that  can  be  critical  to  strategic  or  tactical  plans.  This  information  can  be 
relayed  back  to  higher  headquarters  where  it  can  be  integrated  into  the  decision  making  process. 
Information  collected  by  these  unmanned  systems  is  often  very  sensitive  and  steps  should  be  tak¬ 
en  to  ensure  the  integrity  of  this  intelligence  and  prevent  it  from  falling  into  the  hands  of  poten¬ 
tial  adversaries.  This  paper  will  briefly  discuss  the  importance  of  information  security,  tech¬ 
niques  for  safeguarding  information  including  video  scrambling  and  data  encryption,  along  with 
factors  that  should  be  considered  in  choosing  a  system  for  information  security. 
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Figure  1.  Generic  Block  Diagram  ofDatalink 

IMPORTANCE  OF  INFORMATION  SECURITY 

The  importance  of  information  security  cannot  be  overstated.  Being  able  to  gather  and  se¬ 
cure  intelligence  is  critical  on  the  modern  battlefield.  Technological  advances  in  computers  and 
communications  mean  that  the  collection  and  safeguarding  of  information  is  paramount  to  the 
success  of  any  mission.  The  advent  of  the  digital  age  means  that  images,  communications,  and 
intelligence  are  just  different  forms  of  information  and  the  protection  of  this  information  will 
determine  who  has  the  advantage  and  who  will  ultimately  win  confrontations  in  the  future.  This 
extends  not  only  to  the  ability  to  keep  intelligence  secret,  but  to  ensuring  the  integrity  of  in¬ 
formation  and  preventing  the  enemy  from  adulterating  information  which  has  been  gathered. 
This  threat  to  the  integrity  of  information  is  also  critical  because  it  could  lead  to  an  unrealistic 
picture  of  actual  events  and  corrupt  the  decision  making  process. 
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VIDEO  SCRAMBLING 


Video  scrambling  can  be  used  to  protect  images  transmitted  by  unmanned  systems.  These 
scrambling  techniques  are  similar  to  those  used  by  cable  broadcasters  to  prevent  interception  of 
their  signals  by  satellite  dish  owners.  Scrambling  most  often  uses  signal  inversion  or  frequency 
distribution  schemes  to  secure  information.  There  are  two  major  types  of  video  scrambling:  sig¬ 
nal  reformatting  and  Multiplexed  Analog  Components  (MAC).  Signal  reformatting,  often  called 
sync  suppression,  is  an  approach  in  which  video  sync  pulses  are  removed  and  the  video  signal  is 
inverted.  MAC  uses  a  non-standard  format  to  encode  audio,  luminance,  and  color  to  prevent  un¬ 
wanted  interception  of  video  signals.  Video  scrambling  can  be  either  analog  or  digital,  but  both 
are  based  on  a  methodology  which  alters  the  format  of  a  video  signal  to  obscure  information. 

DIGITAL  VIDEO  SCRAMBLING 

Digital  scrambling  tends  to  be  more  secure  than  analog  methods.  Gassified  information 
gathered  by  unmanned  systems  which  is  deemed  critical  to  the  intelligence  community  would 
require  more  secure  scrambling  techniques  such  as  those  provided  by  a  digital  bit  by  bit  encryp¬ 
tion.  A  digital  bit  by  bit  encryption  uses  pseudo  random  sequences  to  alter  the  digitized  audio 
and  video  signals.  Digital  video  encryption  has  become  more  practical  with  the  advent  of  image 
compression  algorithms.  Digital  encryption  of  video  images  offers  a  more  secure  method  for 
protecting  sensitive  information,  but  extracts  a  cost  in  terms  of  expense  and  computational  inten¬ 
sity.  Encrypting  video  information  after  sampling  and  digitizing  would  necessitate  transmission 
of  approximately  90  MBPS,  which  would  require  compression  to  be  used  in  real  time. 

DATA  ENCRYPTION  OVERVIEW 

The  development  of  secret  coding  and  protection  of  valuable  information  is  often  referred 
to  as  cryptology.  Cryptography  is  the  mathematical  transformations  of  algorithms  which  along 
with  a  key  are  used  to  encrypt  or  encode  plaintext  into  unintelligible  data,  which  is  often  referred 
to  as  ciphertext.  Encryption  schemes  usually  can  be  broken  into  one  of  two  categories:  block  en¬ 
cryption  and  data-stream  encryption.  Block  encryption  groups  the  plaintext  into  blocks  of  a 
fixed  size  which  are  independently  encrypted,  while  data-stream  ciphers  have  no  fixed  block 
size  and  the  data  is  treated  as  a  stream  of  bits.  The  process  of  attacking  this  encoded  data  to  re¬ 
cover  the  plaintext  and  compromise  this  sensitive  information  is  called  cryptanalysis.  There  are 
several  methods  of  attack  employed  by  the  cryptanalyst  to  try  to  recover  the  secret  key  using  his 
knowledge  of  the  plaintext  and  ciphertext. 

ENCRYPTION  ALGORITHMS 

Cryptographic  transforms  or  algorithms  are  the  focus  of  much  research  and  are  considered 
vital  to  national  security.  They  tend  to  be  tightly  controlled  and  are  often  classified.  Encryption 
algorithms  are  generally  based  on  substitution/permutation  schemes  or  obscure  number  theory 
problems  which  have  been  traditionally  proven  extremely  difficult  to  solve.  Encryption  algo¬ 
rithms  are  under  constant  attack  from  advances  in  mathematics  and  the  increasing  power  of  high 
speed  computing.  To  ensure  security,  the  encryption  algorithms  must  be  complex  and  defy  an 
analytical  solution.  They  must  also  require  the  attacker  to  consume  a  prohibitive  amount  of  re¬ 
sources  (time  and  money)  to  launch  a  successful  attack.  The  term  work  factor  is  often  used  to 
access  the  strength  of  an  encryption  scheme.  The  work  factor  is  the  amount  of  resources  needed 
to  break  an  encryption  algorithm. 
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SYMMETRICAL  ENCRYPTION 

Traditional  encryption  systems  are  known  as  symmetrical  or  private  key  encryption.  This 
type  of  encryption  uses  the  same  key  for  both  encryption  and  decryption  (Fig.  2).  This  method 
of  encryption  requires  that  the  key  be  kept  secret,  making  key  management  and  distribution  par¬ 
amount.  The  most  widely  known  of  these  symmetrical  encryption  schemes  is  the  Data  Encryp¬ 
tion  Standard  (DES),  developed  by  IBM  under  the  guidance  of  the  National  Security  Agency 
(NS A).  DES  has  been  acknowledged  as  a  world-wide  standard  and  has  been  widely  used  by 
die  government,  banks,  and  financial  agencies  for  over  15  years.  The  DES  is  a  block  cipher 
and  encrypts  data  in  blocks  of  64-bits,  using  a  56-bit  key.  DES  is  based  on  a  substitution— per- 
permutation  model,  where  the  key  is  mixed  with  the  plaintext  and  substitutions  are  made  to 
change  each  block  to  transform  the  plaintext  into  ciphertext  (Fig.  3).  To  prevent  the  cryptanalyist 
from  using  statistical  analysis  of  the  frequency  of  occurrence  by  individual  or  combinations  of 
characters,  transformations  like  DES  use  the  concepts  of  contusion  and  diffusion.  Confusion  at¬ 
tempts  to  invoke  substitutions  that  make  the  relationship  between  the  ciphertext  and  key  as  com¬ 
plicated  as  possible.  Diffusion  is  used  to  average  out  the  statistical  variances  between  characters 
and  groups  of  characters.  These  transformations  are  implemented  through  the  use  of  substitu¬ 
tion-boxes  (s-boxes)  and  permutation-boxes  (p-boxes).  The  use  of  s-boxes  and  p— boxes  alone 
would  not  frustrate  an  experienced  cryptanalysis,  but  the  combination  of  s-boxes  and  p-boxes 
can  provide  a  formidable  crypto-system.  Many  experts  believe  that  the  56-bit  key  length,  while 
effective  against  1970’s  technology,  needs  to  be  increased  to  128-bits  to  improve  security  and 
make  the  algorithm  effective  against  the  advances  in  high  speed  computing.  The  establishment 
of  an  encryption  standard  may  not  be  wise  since  it  makes  a  tempting  target  for  adversaries  to  fo¬ 
cus  their  resources.  Breaking  an  encryption  system  used  by  a  large  number  of  sources  for  both 
civilian  and  military  information  would  be  a  major  coup  to  a  potential  adversary.  Symmetrical 
encryption  systems  like  DES  are  widely  known  and  have  been  studied  for  many  years  which 
means  that  the  security  of  the  system  depends  on  choosing  a  strong  key  and  keeping  it  secret. 
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Figure  2.  Symmetrical  Encryption 
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Figure  3.  DES  Substitution-Permutation 

IMPORTANCE  OF  CHOOSING  A  KEY 

Increasing  the  key  length  of  a  symmetrical  encryption  system  like  DES  is  one  way  to  dra¬ 
matically,  decrease  your  vulnerability  to  a  brute  force  attack.  A  brute  force  attack  is  when  every 
possible  combination  of  keys  is  tried  to  break  the  secret  code.  The  importance  of  choosing  a 
secure  key  and  the  management  of  keys  can  not  be  overemphasized.  In  many  cases,  something 
is  known  about  the  encryption  algorithm,  so  much  of  encryption  is  concerned  with  keeping  the 
key  safe  rather  than  the  encryption  algorithms.  Keys  should  be  truly  random  and  not  simply 
chosen  from  words  in  the  dictionary.  There  are  less  than  one  million  words  in  the  dictionary, 
and  the  use  of  a  key  from  such  a  small  subset  of  possible  keys  would  make  the  cryptanalysis 
job  easy.  Rumor  has  it  that  many  drug  dealers  have  found  this  out  the  hard  way  and  are  living 
rent  free  in  prison,  courtesy  of  the  federal  government  Keys  should  be  random  and  non  repeat- 
able.  One  should  be  careful  of  using  digital  computers  for  choosing  keys  since  the  pseudo  ran¬ 
dom  numbers  it  generates  tend  to  be  repeatable  and  not  suitable  for  selecting  a  key. 

ASYMMETRICAL  ENCRYPTION 

No  discussion  of  encryption  would  be  complete  without  mentioning  asymmetrical  encryp¬ 
tion,  which  is  commonly  called  Public  Key  Cryptography  (PKC).  PKC  is  based  on  the  notion 
of  using  a  pair  of  keys,  one  public  and  one  private  (Fig.  4).  Public  keys  may  be  known  to  all 
and  even  published  in  a  book  for  other  users.  The  message  is  encoded  with  the  private  key  and 
decoded  with  the  public  key  or  vice  versa.  This  concept  centers  on  the  fact  that  even  knowing 
the  public  key,  it  is  not  feasible  to  determine  the  private  key.  PKC  algorithms  are  largely  based 
on  obscure  number  theory  problems  that  have  proven  difficult  to  solve  even  with  sophisticated 
algorithms  and  large  amounts  of  computer  power.  At  the  heart  of  PKC  systems  are  trapdoor  one¬ 
way  functions  which  are  easy  to  compute  one-way  but  are  computationally  infeasible  to  reverse. 
A  simple  example  may  help  illustrate.  For  the  function  below  the  value  of  Y  is  easy  to  find  giv¬ 
en  X,  but  the  value  of  X  given  Y  would  be  more  computationally  intensive. 

Y  *  X5  +  3X4  +  75X3  ♦  350X2  +  423 
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Figure  4.  Asymmetrical  Encryption 

Many  of  these  trapdoor  one-way  functions  are  based  on  problems  whose  origins  can  be 
traced  to  number  theory.  Some  of  the  better  known  and  more  widely  used  algorithms  are  based 
on  prime  factorization,  the  theory  of  elliptical  curves  and  the  discrete  logarithm  function.  PKC 
allows  not  only  secrecy  and  integrity  of  information  but  message  authentication  as  well.  This 
example  may  help  to  illustrate.  If  person  B  uses  person  A’s  public  key  to  encrypt  a  message  then 
only  person  A  can  decrypt  this  message  with  his  private  key.  If  person  A  encrypts  a  message 
with  his  private  key,  then  anyone  using  person  A’s  public  key  can  decrypt  the  message,  and  be 
sure  that  person  A  sent  the  message  (message  authentication).  PKC  is  relatively  new  and  first 
became  public  in  the  1970*s.  The  most  widely  know  PKC  algorithm  is  the  RSA.  RSA  is  based 
on  the  concept  that  it  is  very  difficult  to  factor  large  prime  numbers  (at  least  100  digits).  Both  the 
public  and  private  key  are  derived  from  very  large  prime  numbers  and  attempting  to  determine 
one  key  from  another  is  tantamount  to  factoring  the  product  of  these  two  prime  numbers. 

TRADEOFFS 

There  are  many  things  to  consider  in  choosing  an  information  security  technology.  These 
considerations  indude  the  level  of  security  required,  technical  sophistication  of  potential  adver¬ 
saries,  the  amount  of  information  to  be  protected,  the  time  sensitivity  of  the  information  (length 
of  time  this  information  has  value),  and  the  computational  intensity  required  to  implement  the 
system.  It  is  important  to  focus  on  the  level  of  security  of  the  information  being  secured.  Tradi¬ 
tional  analog  scrambling  is  often  a  cheap  and  easy  method  to  secure  information  but  does  not 
offer  a  high  degree  of  security.  Even  compression  schemes  could  help  disguise  information  from 
the  casual  eavesdropper,  but  more  sophisticated  techniques  would  be  needed  to  fool  a  serious 
cryptanalyist  Some  dassified  information  has  value  for  only  a  short  length  of  time  and  therefore 
if  a  brute  force  attack  could  reveal  this  information  in  two  weeks,  it  may  be  of  no  value  to  a  po¬ 
tential  adversary.  Other  information  needs  to  be  kept  secret  for  decades  and  only  the  most  secure 
algorithm  should  be  used  to  protect  this  information.  The  amount  of  information  needed  to  be 
protected  and  the  computational  intensity  of  the  algorithm  must  be  weighed  before  choosing  a 
crypto-system.  Public  key  encryption  tends  to  be  computationally  intensive  and  requires  longer 
processing  times  and  is  not  recommended  for  bulk  encryption.  Public  key  encryption  may  be 
most  effective  for  key  management  and  distribution.  Traditional  private  encryption  such  as  DES 
with  an  extended  key  length  is  probably  still  the  most  feasible  method  for  securing  electronic 
intelligence  gathered  by  unmanned  systems. 
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CONCLUSIONS 


Unmanned  systems  are  involved  in  the  collection  of  electronic  intelligence  and  information 
gathered  by  these  systems  are  critical  to  the  overall  decision  making  process.  Information  col¬ 
lected  by  these  systems  can  be  of  a  sensitive  nature  and  steps  to  ensure  the  integrity  and  secrecy 
of  this  information  should  be  examined.  This  report  briefly  discussed  the  mission  of  unmanned 
systems,  the  importance  of  information  security,  video  scrambling,  symmetrical  and  asymmetri¬ 
cal  encryption.  Finally,  a  brief  discussion  of  factors  that  should  be  considered  when  choosing  a 
method  of  safeguarding  the  integrity  and  secrecy  of  the  information  were  examined. 
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ACRONYMS 


DES  Data  Encryption  Standard 

MAC  Multiplexed  Analog  Component 

MBPS  Megabits  per  Second  (1  million  bits  per  second) 

NSA  National  Security  Agency 

PKC  Public  Key  Cryptography 
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